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Abstract

The Internet of Things (1oT) is a network of smart things with sensing, actuating
and Intermet connectivity properties. The loT reaches every sector in humans' life,
including; smart homes, smart grids, healthcare, automotive, industries and many other
applications.

The internet-connectivity feature of the loT facilitates data collection and
sharing, but it also introduces a pathway for cyber-attacks. It becomes a cnitical issue in
loT to ensure the secunty of its systems and devices, especially with its resource-
constrained devices. Moreover, the diversity and the increased numbers of loT devices
make it a challenge to provide an efficient security solution that fits loT and ensures
end-to-end security. The efficiency in loT secunty solutions means a lightweight
solution with less time, power (energy) and computation overheads.

This thesis presents an end-to-end authentication security mechanism that
ensures the CIA (Confidentiality, Integrity, and Availability) of the loT systems and
devices, and introduces as minimum as possible overheads. This “end-to-end
authentication is achieved through three main modes of the proposed mechanism; the
authentication between the IoT device and the Authentication Server (AS) mode,
device-to-device authentication between the loT devices mode, and finally the
authentication between the loT device and the IoT application mode. The proposed
mechanism proposes a lightweight design that includes the loT device itself and its
manufacturer in the process of authentication. For cryptographic operations, the
proposed mechanism employs the powerful HMAC to ensure mutual authentication and
uses the lightweight symmetric cryptography AES-GCM to ensure integrity and
confidentiality of the exchanged data.

The experimental results and performance evaluation show the efficiency of the
proposed mechanism in terms of time, power (energy) and computation. In addition, the
security primitives’ analysis shows the security robustness of the proposed mechanism
and its satisfaction of the main security requirements.

Keywords: Secunity, Internet of Things, loT, Authentication, Authenticated Encryption,
End-to-End security, lightweight cryptography, HMAC, Network Simulator 3, NS3.
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Appendix 1

Questionnaire

Dear Respondent,

This research trying to clarify The Impact of The Adoption of 3D Printing
Technology Upon Entrepreneurial Start-ups Success.

In order to achieve that, the questionnaire has designed into Three parts:
the first one is personal functional information, the second part aims to assess the
items of The Adoption of 3D Printing technology as an Independent variable, and
the Third part aims to assess The Impact of this adoption Upon Entrepreneurial
Start-ups Success by focusing on Dependent Variables

We would appreciate your answers to this questionnaire and emphasize
that you will present a great service to the research process in the Jordanian
environment. We believe that you are the best source to get the required
information, which serves our community and its development. We all hope that
you will be cooperative through answering the questions contained in this survey.
We pledge not to enclose the identity of participants to third party, as well as not
use this information in any field except scientific research.

Kind Regards,
Researcher
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