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Personal Statement

An experienced IT Professor with a strong background in teaching, research, and academic leadership.
Passionate about inspiring students and creating an engaging learning environment. Specialized in
cybersecurity, with expertise in network security, intrusion detection, and cyber threat mitigation,
combining both theoretical knowledge and practical application. Committed to mentoring future IT
professionals and advancing the field through impactful research and publications.

Accomplishments

Exploiting GANs Against IDSs: A Systematic Review, Meta-Analysis, and Case Study Evaluation
Y Alslman, M Alkasassbeh, M] Abdel-Rahman
IEEE Transactions on Artificial Intelligence ( Early Access ), 1 - 21,2026

Iot botnet intrusion detection system using federated learning techniques
A Saleh, M Alkasassbeh, M Almseidin
Wireless Networks, 1-17,2026

A Self-Adaptive Intrusion Detection System for Zero-Day Attacks Using Deep Q-Networks
M Alkasassbeh, EH Omoush, M Almseidin, A Aldweesh
IEEE Access 13, 174280-174296,2025

A Fog-Based Approach for Theft Detection and Zero-Day Attack Prevention in Smart Grid Systems
R Younisse, M AlKasassbeh, A Aldweesh
Computers, Materials & Continua, https://doi.org/10.32604/cmc.2025.067818

Innovative Applications of Edge Computing and Machine Learning for Enhanced Efficiency and
Security

NA Nameh, S Almajali, A Odeh, M Alkasassbeh

2025 IEEE 11th International Conference on Edge Computing and Scalable Cloud (EdgeCom)Cloud ,
NY, USA, 2025

Breaking and Healing: GAN-Based Adversarial Attacks and Post-Adversarial Recovery for 5G IDSs
Y Alslman, M Alkasassbeh, M] Abdel-Rahman
IEEE Access 13,132109-132125, 2025

Advanced Technologies to Smart Grid Systems: Challenges and Demands
RB Younisse, M Alkasassbeh, A Aldweesh
IEEE Access 13,117732 - 117752,2025

Next-Generation Critical Infrastructure Security: A Framework for Autonomous Defense Systems
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M. Alauthman, A. Mashaleh, N. Aslam, M. Alkasassbeh, A. Almomani
1st International Conference on Computational Intelligence Approaches
2025

Evaluating Reinforcement Learning Reward Functions for APT Detection in Industrial [oT Systems
M. Alauthman, A. Aldweesh, A. Al-Qerem, I. Daoud, M. Alkasassbeh

1st International Conference on Computational Intelligence Approaches

2025

Evaluating Deep Learning for Detecting Data Integrity Attacks in Energy Smart Grids
R. Younisse, M. Alkasassbeh

International Conference on New Trends in Computing Sciences (ICTCS)

2025

Streaming-Based Intrusion Detection System with Big Data and Online Learning Algorithms
A. Saleh, H. Mosa, M. Alkasassbeh

3rd International Conference on New Trends in Computing Sciences (ICTCS’25)

2025

An Enhanced Model of DDoS Attacks Detection Using One-Hot Encoding of Feature Categories
S. Alodibat, M. Alkasassbeh

3rd International Conference on New Trends in Computing Sciences (ICTCS’25)

2025

Self-Adaptive Moving Target Defense with Cyberdeception for Proactive Defense of IoT Networks
M. Alkasassbeh, A. Khalil, M. Almseidin

3rd International Conference on New Trends in Computing Sciences (ICTCS’25)

2025

Hybrid Deep Neural Network Optimization with Particle Swarm and Grey Wolf Algorithms for
Sunburst Attack Detection

M. Almseidin, A. Gawanmeh, M. Alzubi, ]. Al-Sawwa, A. S. Mashaleh, M. Alkasassbeh
Computers

2025

14(3), 107

Hybrid Deep Neural Network Optimization with Particle Swarm and Grey Wolf Algorithms for
Sunburst Attack Detection

A. Mohammad, G. Amjad, A. Maen, A. S. Jamil, A. Mashaleh, M. Alkasassbeh

Computers

2025

14(3), https://doi.org/10.3390/computers1403010

Automotive and Autonomous Vehicle Cybersecurity

M. Alauthman, M. S. Alkasassbeh, S. Alateef, A. Al-Qerem, A. Almomani
Complexities and Challenges for Securing Digital Assets and Infrastructure
2025

Blockchain Technology in Energy Supply Chain Management: A Path to Transparency, Efficiency, and
Sustainability

S. Alateef, A. Aldweesh, M. Alauthman, M. Alkasassbeh, A. Al-Qerem

Blockchain Applications for the Energy and Utilities Industry

2025

1-18

Privacy-Preserving Security: Balancing Protection and Data Utility in Digital Systems
M. Alauthman, M. S. Alkasassbeh, A. Al-Qerem, S. Alateef, A. Almomani


https://doi.org/10.3390/computers1403010

Complexities and Challenges for Securing Digital Assets and Infrastructure
2025

[oT Security Architecture Protecting Interconnected Digital Assets in Smart Environments
A. Al-Qerem, M. Alauthman, S. Alateef, M. Alkasassbeh, A. Almomani

Complexities and Challenges for Securing Digital Assets and Infrastructure

2025

Securing 5G Networks: Opportunities and Threats in Next-Generation Connectivity
M. Alauthman, A. Aldweesh, A. Al-Qerem, S. Alateef, M. Alkasassbeh

Complexities and Challenges for Securing Digital Assets and Infrastructure

2025

Blockchain for Integrated Urban Water and Energy Management
A. Al Maqousi, A. Almomani, A. Al-Qerem, M. Alkasassbeh
Blockchain Applications for the Energy and Utilities Industry
2025

55-80

A Framework for Addressing Cybersecurity Risks in the Metaverse: Safeguarding Against Generative Al
Threats

A. Ishtaiwi, A. Al-Qerem, A. Aldweesh, M. Alkasassbeh

Examining Cybersecurity Risks Produced by Generative Al

2025

381-400

Securing Blockchain Solutions in the Energy Sector: Mitigating Advanced Persistent Threats (APTs)
M. Alauthman, A. Hamarsheh, A. Almomani, A. Aldweesh, S. Alateef, M. Alkasassbeh

Blockchain Applications for the Energy and Utilities Industry

2025

323-348

Blockchain-Driven Zero-Trust Architectures for Critical Infrastructure

M. Alauthman, A. H. Al-Qerem, A. Aldweesh, M. Alkasassbeh, A. Hamarsheh
Blockchain Applications for the Energy and Utilities Industry

2025

81-102

Al and Blockchain Integration for Advanced Metering Infrastructure (AMI)

Mohammad Alauthman, Ammar Almomani, Ahmad Al-Qerem, Saad Alateef, Amjad Aldweesh, M.
Alkasassbeh

Blockchain Applications for the Energy and Utilities Industry

2025

213-234

Al-Powered Smart Contracts for Energy Grid Optimization: A Hybrid Intelligence Approach
A. Ishtaiwi, A. Aldweesh, A. Al-Qerem, M. Alkasassbeh

Blockchain Applications for the Energy and Utilities Industry

2025

235-264

Generative Al in Ransomware Evolution: Challenges and Countermeasures
A. Ishtaiwi, S. Alateef, M. Alkasassbeh

Examining Cybersecurity Risks Produced by Generative Al

2025

329-356

Synthetic Content Generation Impacts on Phishing and Impersonation Attacks
M. Alauthman, A. Aldweesh, A. Al-Qerem, M. Alkasassbeh, S. Alateef, A. Almomani
Examining Cybersecurity Risks Produced by Generative Al
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2025
189-210

Behavioral Analysis of Al-Generated Malware: New Frontiers in Threat Detection
A. Almomani, S. Aoudi, A. Al-Qerem, A. Aldweesh, M. Alkasassbeh

Examining Cybersecurity Risks Produced by Generative Al

2025

211-234

Autonomous Cyber Defense in Smart Cities: An Al-Driven Framework for Integrated Urban
Infrastructure Protection

A. Al Maqousi, K. Basu, A. Aldweesh, M. Alkasassbeh

Al-Driven Security Systems and Intelligent Threat Response Using Autonomous Cyber Defense
2025

465-500

Synthetic Content Generation Impacts on Phishing and Impersonation Attacks

Mohammad Alauthman, Amjad Aldweesh, Ahmad Al-Qerem, Mouhammd Alkasassbeh, Saad Alateef,
Ammar Almomani

Examining Cybersecurity Risks Produced by Generative Al, 2025, Pages 189-210

Behavioral Analysis of Al-Generated Malware: New Frontiers in Threat Detection

Ammar Almomani, Samer Aoudi, Ahmad Al-Qerem, Amjad Aldweesh, Mouhammd Alkasassbeh
Publication date

Examining Cybersecurity Risks Produced by Generative Al, 2025, Pages 211-234

Autonomous Cyber Defense in Smart Cities: An Al-Driven Framework for Integrated Urban
Infrastructure Protection

Ali Al Maqousi, Kashinath Basu, Amjad Aldweesh, Mouhammd Alkasassbeh

Al-Driven Security Systems and Intelligent Threat Response Using Autonomous Cyber Defense,2025,
Pages 465-500

Federated Learning in Distributed Cyber Defense: Privacy-Preserving Collaborative Security Through
Decentralized Al Training

Mohammad Alauthman, Amjad Aldweesh, Ahmad Al-Qerem, Mouhammd Alkasassbeh, Saad Alateef,
Ammar Almomani

Al-Driven Security Systems and Intelligent Threat Response Using Autonomous Cyber Defense,2025,
Pages 161-184

Reinforcement Learning for Adaptive Cyber Defense Training Autonomous Systems for Dynamic
Threat Response and Strategy Optimization

Mohammad Alauthman, Amjad Aldweesh, Ahmad Al-Qerem, Saad Alateef, Mouhammd Alkasassbeh
Al-Driven Security Systems and Intelligent Threat Response Using Autonomous Cyber Defense,2025,
Pages 209-234

Digital Twins and Social Intelligence for Urban Early Warning Systems

Ali Al Maqousi, Ahmad Al-Qerem, Kashinath Basu, Amjad Aldweesh, Mouhammd Alkasassbeh
Revolutionizing Urban Development and Governance With Emerging Technologies,2025,Pages
491-516

Securing the Digital Backbone of Smart Cities: Threat Detection, Infrastructure Hardening, and Data
Governance

Mohammad Alauthman, Wael Hadi, Ahmad al-Qerem, Saad Alateef, Mashaleh Ashraf, Mouhammd
Alkasassbeh,

Revolutionizing Urban Development and Governance With Emerging Technologies , 2025

Pages 323-342
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Human-Centered Design for Smart Cities: Integrating Social Aspects in Planning and Policy
Ali Maqousi, Kashinath Basu, Ammar Almomani, Mouhammd Alkasassbeh
Revolutionizing Urban Development and Governance With Emerging Technologies,(2025)
463-490

Artificial Intelligence for Financial Risk Management and Analysis
M Al Khaldy, A Al-Qerem, A Aldweesh, M Alkasassbeh, A Almomani, ...
Artificial Intelligence for Financial Risk Management and Analysis,(2025) 499-524

Spark-based Multi-Verse Optimizer as Wrapper Features Selection Algorithm for Phishing Attack
Challenge

M Almseidin, ] Al-Sawwa, M Alkasassbeh, K Alemerien, R Younisse

Cluster Computing

RPL Routing Attacks Detection for IoT Networks Using Machine Learning
H Mosa, A Saleh, M Alkasassbeh
The 2024 International Jordanian Cybersecurity Conference

A stacked ensemble approach to identify internet of things network attacks through traffic analysis
A Rawashdeh, M Alkasassbeh, M Alauthman, M Almseidin
Bulletin of Electrical Engineering and Informatics 13 (6), 4316-4326

A Threefold Approach for Enhancing Fuzzy Interpolative Reasoning: Case Study on Phishing Attack
Detection Using Sparse Rule Bases

M Almseidin, M Alzubi, ] Al-Sawwa, M Alkasassbeh, M Alfraheed

Computers 13 (11)

SGID: A semi-synthetic dataset for injection attacks in smart grid systems
R Younisse, M AlKasassbeh
2024 15th International Conference on Information and Communication Systems (ICICS)

Improved search method for classified reusable components on cloud computing
A Rawashdeh, M Alkasassbeh, R Dwairi, H Abu-Salem, H Al-Mattarneh
Indonesian Journal of Electrical Engineering and Computer Science (IJEECS)

Malware Threats Targeting Cryptocurrency: A Comparative Study
M Alauthman, A Al-Qerem, M Alkasassbeh, N Aslam, A Aldweesh
2024 2nd International Conference on Cyber Resilience (ICCR), 1-8

Cyberbullying Detection Using Deep Learning: A Comparative Study
M Alkasassbeh, A Almomani, A Aldweesh, A Al-Qerem, M Alauthman, ...
2024 2nd International Conference on Cyber Resilience (ICCR), 1-6

EI-FRI: Extended Incircle Fuzzy Rule Interpolation for Multidimensional Antecedents, Multiple Fuzzy
Rules, and Extrapolation Using Total Weight Measurement and Shift Ratio

M Alzubi, M Almseidin, S Kovacs, ] Al-Sawwa, M Alkasassbeh

Journal of Robotics and Control (JRC) 5 (1), 217-227

Comparative Analysis of Fuzzy Rule Interpolation Techniques Across Various Scenarios Using a set of
Benchmarks

M Alzubi, M Almseidin, M Alkasassbeh, ] Al-Sawwa, A Aldweesh

IEEE Access 12 (10.1109/ACCESS.2024.3371858), 33140-33153
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EI-FRI: Extended Incircle Fuzzy Rule Interpolation for Multidimensional Rule Antecedents, Multiple
Fuzzy Rules, and Extrapolation

Maen Alzubi, Mohammad Almseidin, Szilveszter Kovacs, Jamil Al-Sawwa , Mouhammd Alkasassbeh
Journal of Robotics and Control (JRC) 5 (1), 217-227

DT-ARO: Decision Tree-based Artificial Rabbits Optimization to Mitigate [oT Botnet Exploitation
Jamil Al-Sawwa, Mohammad Almseidin, Mouhammd Alkasassbeh, Maen Alzubi, Khaled Alrfou
Journal of Network and Systems Management, 2023/10/22.

A Robust SNMP-MIB Intrusion Detection System Against Adversarial Attacks
Yasmeen Alslman, Mohammd Alkasassbeh, Mohammad Almseidin
Arabian Journal for Science and Engineering. 2023/9.

Machine Learning Techniques for Accurately Detecting the DNS Tunneling
Mouhammd Alkasassbeh, M Almseidin
Computing Conference 2023, London, United Kingdom

An Early Detection Model for Kerberoasting Attacks and Dataset Labeling
Remah Younisse, Mouhammd Alkasassbeh, Mohammad Almseidin, Hamza Abdi
Jordanian Journal of Computers and Information Technology Vol. 9, Iss. 1, (Mar 2023).

Towards Generating a Practical SUNBURST Attack Dataset for Network Attack Detection
AlMasri Ehab, Mouhammd Alkasassbeh, Aldweesh Amjad
Computer Systems Science and Engineering 47 (2), 2643-2669. 2023

On Detecting Distributed Denial of Service Attacks Using Fuzzy Inference System
Mohammad Almseidin, Jamil Al-Sawwa, Mouhammd Alkasassbeh, Mohammed AlweshahCluster
Computing 26, 1337-1351. 2023

A proposed Darknet Traffic Classification System Based on Max Voting algorithms
Ammar Almomani, Mohammad Alauthman, Mouhammd Alkasassbeh, Ghassan Samara, Ryan Wen Liu
ICSPN-2022: International Conference on Cyber Security, Privacy and Networking. 2022/11

SRP-Blockchain: A Framework for Scientific Research Profile on the Blockchain
Amjad Aldweesh, Huda Alatwi, Mohammad Alauthman, Mouhammd Alkasassbeh

ETCEA2022 -The International Conference on Emerging Trends in Computing and Engineering
Applications. 2022/11

Energy efficiency Wireless Sensor Networks Protocols: A Survey

Ghassan Samara, Ammar Almomani, Mohammad Alauthman, Mouhammad Alkasassbeh
ETCEA2022 -The International Conference on Emerging Trends in Computing and Engineering
Applications. 2022/11

Unknown Attack Detection Based on Multistage One-Class SVM

Ashaar Alkhamaiseh, Mouhammd Alkasassbeh, Jaafer Al-Saraireh

ETCEA2022 -The International Conference on Emerging Trends in Computing and Engineering
Applications. 2022/11

An Early Detection Model for Kerberoasting Attacks and Dataset Labeling
R Younisse, Mouhammd Alkasassbeh, M Almseidin, H Abdi
Jordanian Journal of Computers and Information Technology

Intrusion Detection Systems: A State-of-the-Art Taxonomy and Survey
Mouhammd Alkasassbeh, SAH Baddar
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Arabian Journal for Science and Engineering

On Detecting Distributed Denial of Service Attacks Using Fuzzy Inference System
Mohammad Almseidin, Jamil Al-Sawwa, Mouhammd Alkasassbeh, Mohammed Alweshah
Cluster Computing. 2022/8

Android Spyware Detection Using Machine Learning: A Novel Dataset
Majdi K. Qabalin, Muawya Naser, Mouhammd Alkasassbeh
Sensors 22(15).2022/8

Cyber-Phishing Website Detection Using Fuzzy Rule Interpolation
M Almseidin, Mouhammd Alkasassbeh, M Alzubi, | Al-Sawwa
cryptography 6 (2), 24

An Accurate Detection Approach for [oT Botnet Attacks Using Interpolation Reasoning Method
M Almseidin, Mouhammd Alkasassbeh
Information 13 (6), 300

An efficient enhanced k-means clustering algorithm for best offer prediction in telecom
M Fraihat, S Fraihat, M Awad, Mouhammd Alkasassbeh
International Journal of Electrical and Computer Engineering 12 (3), 2931

Generating a benchmark cyber multi-step attacks dataset for intrusion detection
M Almseidin, ] Al-Sawwa, Mouhammd Alkasassbeh
Journal of Intelligent & Fuzzy Systems, 1-15, 2022

Diabetic Retinopathy Detection Method Using Artificial Neural Network
[ 0deh, Mouhammd Alkasassbeh, M Almseidin
Int. J. of Bioinformatics Research and Applications

On Detecting Distributed Denial of Service Attacks Using Fuzzy Inference System
M Almseidin, J Al-Sawwa, Mouhammd Alkasassbeh, M Alweshah
Cluster Computing

M Almseidin, J Al-Sawwa, Mouhammd Alkasassbeh
Anomaly-based Intrusion Detection System Using Fuzzy Logic
2021 International Conference on Information Technology (ICIT) .6/2021.

| Odeh, Mouhammd Alkasassbeh, M Alauthman
Diabetic Retinopathy Detection using Ensemble Machine Learning
2021 International Conference on Information Technology (ICIT) .6/2021.

G Al-Naymat, H Hussain, Mouhammd Alkasassbeh, N Al-Dmour
Accurate detection of network anomalies within SNMP-MIB data set using deep learning
Int. J. Computer Applications in Technology 66 (1), 74-85..2021.

Z Alothman, Mouhammd Alkasassbeh, SAH Baddar. An Efficient Approach to Detect IoT Botnet
Attacks Using Machine Learning. Journal of High Speed Networks 26 (3), 241-254.12/2020.

M Alkasassbeh, MA Abbadi, AM Al-Bustanji. LightGBM Algorithm for Malware Detection.
Advances in Intelligent Systems and Computing 1230, 391-403.6/2020.

Almaha Abuzuraig, Mouhammd Alkasassbeh, Mohammad Almseidin. Intelligent Methods for
Accurately Detecting Phishing Websites
The 11th International Conference on Information & Communication Systems.4/2020.
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Mohammad A. Abbadi, Ahmed M. Al-Bustanji, Mouhammd Alkasassbeh
Robust Intelligent Malware Detection using LightGBM Algorithm
International Journal of Innovative Technology and Exploring Engineering (1IJITEE).4/2020.

Mouhammd Alkasassbeh, Mohammad Almseidin, Khaled Alrfou, Szilveszter Kovacs
Detection of loT-Botnet Attacks Using Fuzzy Rule Interpolation
Journal of Intelligent & Fuzzy Systems.3/2020.

Mouhammd Alkasassbeh, Mohannad Zead Khairallah
Network Attack Detection With SNMP-MIB Using Deep Neural Network
Handbook of Research on Intrusion Detection Systems, 66-76,2020.

Mouhammd Alkasassbeh, Safaa Mohammed, Mohammad Alauthman, Ammar Almomani
“Feature Selection Using a Machine Learning to Classify a Malware”.
Handbook of Computer Networks and Cyber Security, 889-904, 2020.

Alauthman, Mohammad, Nauman Aslam, Mouhammd Alkasassbeh, Suleman Khan, and Kim-
Kwang Raymond Choo. "An efficient reinforcement learning-based Botnet detection approach.”
Journal of Network and Computer Applications 150(15), January 2020.

Mouhammd Alkasassbeh, Tarig Khairallah. “Winning tactics with DNS tunnelling”, Network
security (12), 12-19, December 2019.

Mohammed Almseidin, AIMaha Abu Zuraiq, Mouhammd Alkasassbeh, Nidal Alnidami,” Phishing
Detection Based on Machine Learning and Feature Selection Method “, International Journal of
Interactive Mobile Technologies (iJIM) 13 (12), December 2019.

Mouhammd Alkasassbeh, Safaa mohammed, Mohammad Alauthman, Ammar Almomani,"
Feature Selection using a Machine Learning to Classify a Malware", Computer Networks and Cyber
Security: Principles and Paradigms, Springer Nature, November, 2019.

Yousef Khaled Shaheen, Mouhammd Alkasassbeh,” A Proactive Design to Detect Denial of
Service Attacks Using SNMP-MIB ICMP Variable”, The 2nd International Conference on New Trends
in Computing Sciences, 62-67, November, 2019.

Abdelrahman Manna, Mouhammd Alkasassbeh,” Detecting network anomalies using machine
learning and SNMP-MIB dataset with IP group” , The 2nd International Conference on New Trends
in Computing Sciences, 51-55, November, 2019.

Mohammad Almseidin, Mouhammd Alkasassbeh, Szilveszter Kovacs,” Detecting Slow Port Scan
Using Fuzzy Rule Interpolation”, The 2nd International Conference on New Trends in Computing
Sciences, 33-38, November, 2019.

AlMaha Abu Zuraiq, Mouhammd Alkasassbeh,” Review: Phishing Detection Approaches”, The 2nd
International Conference on New Trends in Computing Sciences, 27-32, November, 2019.

Mohammed Al-Refai, Yousef Alrabanah, Mohammed Alauthman, Ammar Almomani, Mouhammd
Alkasassbeh, mohammed Alweshah, "A Novel Leader Election Algorithm For Honeycomb Mesh
Networks".Journal of Theoretical and Applied Information Technology 97 (14), July 2019.

Mohammad A. Abbadi, Mouhammd Alkasassbeh, Ameen Al Saudi, "A General Structure for
Improving the Lifetime and Stability Period of Wireless Sensor Networks". IJCSNS International
Journal of Computer Science and Network Security. 19 (5), May 2019.
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Mohammad Almseidin, Imre Piller, Mouhammd Alkasassbeh, Szilveszter Kovacs. "Fuzzy
Automaton as a Detection Mechanism for the Multi-Step Attack". International Journal on Advanced
Science, Engineering and Information Technology. 9(2), March 2019.

Nabhan Hamadneh, Mouhammd Alkasassbeh, Ibrahim Obiedat, Mustafa BaniKhalaf, " Revisiting
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